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The Future of Autonomy Testing: Sensor
Simulation, Mixed Reality, and Generative
World Models

As autonomous systems mature, the industry is realizing that collecting real-world miles alone
cannot deliver the depth, diversity, and repeatability needed to validate complex perception and
decision-making stacks. Long-tail events, hazardous situations, and unpredictable agent behavior
are rarely encountered in natural driving, yet they are exactly the conditions that determine whether
an autonomous system is safe.

Three complementary technologies are reshaping how developers approach this challenge.

Sensor simulation now enables physically accurate modeling of cameras, lidar, radar, and ultrasonic
sensors, capturing the nuances of optics, wave physics, and environmental conditions.

Mixed reality testing bridges the gap between virtual and physical by injecting simulated actors and
hazards into closed-course track tests, allowing developers to evaluate safety-critical reactions
without putting people or assets at risk.

World foundation models (WFMs) such as NVIDIA Cosmos and Wayve’s GAIA are creating new
possibilities for scalable, controllable, and richly diverse synthetic scenario generation.

This white paper explores each of these three technologies in detail, outlines the leaders driving
progress, and highlights how they can be integrated into practical workflows for autonomous
development.

Sensor Simulation in Autonomy

What is Sensor Simulation?

Sensor simulation is the practice of modeling the physics and behavior of real sensors such as
cameras, lidar, radar, and ultrasonic devices. These simulations allow developers to safely train,
test, and validate physical Al systems without the risks or costs associated with real-world testing.

High-quality sensor simulation goes beyond rendering photorealistic visuals. It must replicate the
physical characteristics of sensors, including ray and path tracing for light and radio waves,
multipath and Doppler effects for radar and lidar, optical distortion and rolling shutter effects for
cameras, and realistic noise models across all modalities. This fidelity forms the realism
benchmark that determines whether synthetic data can meaningfully augment or replace field
data in training and validation pipelines.
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Why Sensor Simulation is Critical for Physical Al

Developing autonomous systems requires exposure to a wide range of diverse environments,
conditions, and hazards. Real-world testing alone is insufficient: it is expensive, time-consuming, and
inherently limited in its coverage of edge cases. Sensor simulation addresses these constraints by:

* Reducing dependence on costly and large-scale data collection programs.

* Providing safe ways to recreate dangerous or rare scenarios that cannot be staged on public
roads.

* Enabling closed-loop and hardware-in-the-loop (HIL) testing to measure system response under
controlled conditions.

¢ Accelerating development cycles by allowing rapid iteration across thousands of scenarios.

This approach is especially vital in safety-critical fields such as autonomous vehicles and robotics,
where errors in perception can have high consequences.

Leaders and Products in Sensor Simulation

NVIDIA — DRIVE Sim (Omniverse + Sensor RTX): Provides physics-based camera, lidar, and radar
models. NVIDIA has published validation work comparing radar simulation outputs to real-world logs
across parameters like range, azimuth, Doppler, and multibounce aliasing. DRIVE Sim also benefits
from Omniverse and OpenUSD integration, making it extensible across ecosystems.

dSPACE — AURELION: Offers deterministic and sensor-realistic modeling for cameras, radar, lidar,
and ultrasonic sensors. AURELION is optimized for software- and hardware-in-the-loop setups and
includes support for features like multipath echoes in ultrasonic systems.

rFpro: Specializes in engineering-grade realism for camera sensors, simulating rolling shutter,
motion blur, and optical effects. Widely used in ADAS and AV development, rFpro’s approach is
designed to closely mimic how perception models “see” the world.

Ansys — AVxcelerate Sensors: Focuses on high-fidelity physics solvers for camera, lidar, radar, and
thermal sensors. AVxcelerate is notable for its ability to co-simulate with CarMaker and integrate
with NVIDIA DRIVE Sim, bridging physics and platform ecosystems.

Hexagon/VIRES — VTD (Virtual Test Drive): Provides a modular simulation environment with both
object-list-based and physics-based sensor models. Its open interfaces make it adaptable for
integration into larger validation pipelines.

What Realism Should Mean

For developers, the bar for realism should be defined by measurable criteria rather than subjective
visuals:

* Scene and material accuracy: Physically based rendering with BRDFs, realistic
lighting, and weather effects.
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¢ Wave and particle fidelity: Simulation of multibounce, multipath, and Doppler effects for radar
and lidar; rolling shutter and lens aberrations for cameras.

¢ Validation against real data: Demonstrated correlation between simulation outputs and real-
world sensor logs, as seen in NVIDIA’s radar validation work.

Mixed Reality Testing (MRT) in Autonomy

Closed-course testing has long been a staple of automotive safety evaluation, but it carries
significant limitations when applied to advanced driver-assistance systems (ADAS) and autonomous
vehicles. Test tracks are resource-intensive to operate and difficult to reproduce with precision.
Scenarios are inherently limited because they rely on physical props, rigs, and human operators.
This makes it nearly impossible to replicate the diversity of real-world conditions, such as varying
vehicle types, unpredictable pedestrians, animals, debris, or erratic drivers.

Most importantly, test tracks cannot reliably stage safety-critical scenarios that are too hazardous to
reproduce with real vehicles and dummies. As autonomy matures, the industry requires methods
that can safely, repeatably, and affordably simulate the rare but high-impact cases that drive safety
performance.

How Waabi’s MRT Works

Waabi has introduced Mixed Reality Testing (MRT) as a transformative alternative. At the core of
MRT is Onboard Waabi World, a version of Waabi’s neural simulator that runs directly on the
autonomous vehicle. MRT blends live sensor readings with virtual agents and hazards in real time,
creating a hybrid reality where the Waabi Driver perceives both the physical and the simulated
simultaneously.

This works much like augmented reality for the AV stack. As the truck navigates a closed course,
MRT can inject virtual actors and environmental changes, such as traffic jams, children running into
the street, animals crossing, emergency vehicles with flashing lights, or debris blocking the lane.
These virtual elements are embedded within a 4D neural digital replica of the environment,
complete with Al-driven agents that behave with human-like unpredictability. The result is a
controlled yet highly dynamic testing environment where the autonomy stack reacts as if every
scenario were real.

Why Mixed Reality Testing is Critical for Autonomy
MRT provides several critical advantages over traditional testing:

Closed-loop realism at scale: Because simulated and physical elements are processed together,
the autonomy system is tested in fully realistic, closed-loop conditions.

Non-stop scenario execution: Unlike traditional tracks, MRT can run back-to-back scenarios
continuously without pausing for reset or physical setup.

Coverage of dangerous long-tail events: Developers can now evaluate the system’s responses to
highly dangerous or rare events without exposing people or assets to risk.

Evidence of realism: Trajectory alignment between real and simulated runs,
providing a quantitative measure of fidelity.
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This approach significantly accelerates validation by increasing throughput and reducing the need
for elaborate physical setups while still delivering rigorous evidence for safety cases.

World foundation models (WFMs) are a new class of generative Al designed specifically to model
dynamic, real-world environments. Unlike general-purpose text-to-video systems, WFMs are tailored
for autonomy: they produce controllable, multi-view, and spatiotemporally consistent video
sequences that represent roads, agents, weather, and interactions. For developers, this means
access to synthetic data that is both realistic and diverse, covering routine driving as well as the
rare, safety-critical edge cases that cannot be captured at scale in real traffic.

By conditioning outputs on maps, ego-vehicle actions, weather, or time of day, WFMs can create
counterfactuals, different outcomes for the same underlying scenario. This allows teams to probe
how an autonomous system might perform under alternate conditions and to stress-test decision-
making policies.

NVIDIA Cosmos

NVIDIA Cosmos is a platform of WFMs designed to accelerate physical Al development across
robotics and autonomous vehicles. Cosmos includes models such as Transfer, Predict, and
Reason, along with video tokenizers and a data curation pipeline. It was launched in early 2025 and
is openly available for developers.

One of its most significant contributions is Cosmos-Drive-Dreams, a toolkit and dataset
specifically for driving research. Released in mid-2025, Drive-Dreams includes synthetic video
samples generated from HD maps, bounding boxes, and lidar data. These outputs have
already demonstrated measurable improvements in downstream tasks such as 3D lane
detection, object detection, and policy learning.

The practical advantage of Cosmos is that it integrates directly into NVIDIA’s Omniverse and DRIVE
Sim ecosystem. This means Cosmos-generated worlds can be rendered through physics-based
pipelines, ensuring that perception systems see sensor artifacts like noise, rolling shutter, or
Doppler effects rather than just clean pixels.
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Wayve GAIA-2

Wayve has taken a parallel path with its GAIA series of world models.

GAIA-2 (2025): Significantly expands capability by adding multi-camera video generation, long-
horizon temporal stability, and fine-grained control over road topology, ego actions, and agent
behavior. It also introduces broader geographic diversity with training across the UK, the US, and
Germany. Importantly, GAIA-2 can generate out-of-distribution (OOD) scenarios, such as unusual
road conditions or unseen geographies, making it a tool for resilience testing.

GAIA-2’s focus is explicitly on safety-critical coverage. It allows engineers to specify high-risk
scenarios, like cut-ins, sudden pedestrian crossings, or debris on the road, and generate multiple
variations to systematically stress-test the autonomy stack.

Putting World Foundation Models (WFMs) to Work

The utility of WFMs lies in how they can be combined with physics-based simulators and testing
workflows:

Data augmentation: WFMs can create counterfactual variants of logged driving data, such as
changing weather, lighting, or agent behavior, to broaden coverage without additional road miles.

Action-conditioned testing: By conditioning on a specific action (brake, yield, U-turn), WFMs can
generate scenes where that action is contextually appropriate, enabling systematic policy
evaluation.

Bridging to sensor realism: WFM-generated scenes can be passed into sensor-accurate simulators
like DRIVE Sim, Ansys AVxcelerate, or dASPACE AURELION. This ensures the system is evaluated on
realistic sensor outputs, not just video frames.

Taken together, Cosmos and GAIA represent the next generation of scalable, controllable, and
diverse synthetic scenario generation. They are not replacements for physical testing but powerful
amplifiers of it, helping close the coverage gap and reducing reliance on costly road miles.

Unified Workflow: Sensor Simulation, Mixed Reality, and World

Foundation Models

The real strength of sensor simulation, mixed reality testing, and world foundation models emerges
when they are combined into a single validation pipeline. Each technology solves a distinct
problem: sensor-accurate simulation ensures physical fidelity, mixed reality extends closed-course
testing into hazardous scenarios, and WFMs scale scenario diversity far beyond what is possible
with real-world logging. Together, they form a layered architecture that maximizes coverage and
reduces development risk.

A practical workflow for autonomy development can be structured as follows:

Real-world logs as the base layer: Collect representative driving data to anchor simulations
and provide ground truth for validation.
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World foundation models for augmentation: Use WFMs such as NVIDIA Cosmos or Wayve GAIA to
generate controllable variations of logged scenarios, including counterfactuals, alternate weather,
lighting, and agent behaviors. This step ensures broad scenario diversity and coverage of rare
events.

Sensor-accurate simulation for physical fidelity: Feed WFM-generated scenes into physics-based
simulators like NVIDIA DRIVE Sim, Ansys AVxcelerate, dSPACE AURELION, or rFpro. This adds
sensor-level realism, incorporating optics, Doppler, multipath, rolling shutter, and other domain-
specific effects.

Closed-loop evaluation in simulation: Run the autonomy stack end-to-end within the simulator to
measure perception accuracy, decision-making, and planning performance under controlled
conditions.

Mixed reality testing for real-world validation: Deploy the autonomy system on a closed course
with MRT, where physical sensors are blended with virtual actors. This step verifies stack behavior
under hazardous scenarios that cannot safely be recreated in the real world.

On-road deployment for final validation: Once performance is proven in simulation and MRT,
selected scenarios are taken onto public roads with confidence that edge cases have already been
covered.

Metrics to Track in Simulation Testing

To ensure this workflow delivers measurable safety and performance, the following metrics are
essential:

Perception accuracy: mean average precision (mAP) and absolute trajectory error (ATE) for object
detection and tracking.

Policy success rate: percentage of scenarios in which the autonomy stack chooses safe and
efficient actions.

Simulator realism: trajectory-matching metrics that compare autonomy behavior in simulated
scenarios against real-world logs.
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e Scenario coverage: number and diversity of nominal and edge-case scenarios exercised,
including hazardous long-tail events.

* System robustness: performance consistency across variations in weather, lighting, geography,
and road topology.

Read more: How Stereo Vision in Autonomy Gives Human-Like Depth Perception

Risks and Challenges in Simulation Testing

While simulation, mixed reality testing, and world foundation models are reshaping the development
of autonomous systems, each carries risks and open challenges that must be acknowledged and
managed.

Validation Debt

The most critical risk is validation debt, the gap between simulated performance and real-world
behavior. Too often, simulations are assessed on visual fidelity rather than measurable correlation to
real data. This can create a false sense of confidence. The best practice is to perform paired
scenario testing, where a real-world log is recreated in simulation and the autonomy stack’s
trajectory is compared. NVIDIA, for example, has published radar validation work that demonstrates
this type of rigorous alignment. Without such evidence, simulated gains cannot be trusted in
deployment.

Generative Model Pitfalls

World foundation models unlock unprecedented diversity, but they also introduce new challenges.
Generative video can contain artifacts, hallucinations, or temporal inconsistencies, particularly in
long-horizon, multi-camera sequences. GAIA-2 has made progress in reducing these issues with
latent diffusion architectures, but failure detection and quality control remain essential. Synthetic
data must be carefully curated, and evaluation must include checks for spatiotemporal consistency
and contextual plausibility.

Integration Complexity

Stitching together WFMs, physics-based simulators, and mixed reality testing requires significant
tooling maturity. Standardization efforts like OpenUSD and Omniverse are helping, but many
organizations still face friction in integrating assets, pipelines, and metrics across platforms. This
complexity can slow adoption and reduce trust in simulation outputs if workflows are not carefully
designed.

Cost and Scalability

High-fidelity physics simulations are computationally intensive. Running large-scale sensor

simulations with ray tracing, multipath effects, and dynamic agents requires substantial compute
infrastructure. Similarly, generative models like GAIA-2 are resource-heavy to train and deploy at
scale. Teams must balance realism against throughput and cost, using pilot projects to
benchmark resource requirements before scaling.
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Regulatory Acceptance

Finally, the regulatory landscape for simulation-based validation is still emerging. Regulators and
safety authorities are cautious about synthetic data, requiring clear evidence of correlation to real-
world outcomes. Until there is a wider consensus on standards, simulation and generative testing
will remain powerful tools for development, but will need to be combined with real-world evidence
for certification.

Read more: Leveraging_Traffic Simulation to Optimize ODD Coverage and Scenario Diversity

Conclusion

The future of autonomy testing will be defined by how effectively developers can simulate,
augment, and validate complex scenarios. Sensor-accurate simulation delivers the physical fidelity
needed to replicate how perception systems truly see the world. Mixed reality testing extends this
fidelity onto the track, blending real and virtual to stage dangerous or rare events in safe,
repeatable ways. World foundation models, such as adding a new dimension, enable controllable,
diverse, and scalable scenario generation that dramatically expands coverage.

Taken together, these three pillars create a layered workflow that shortens development cycles,
improves safety evidence, and reduces reliance on costly on-road testing. The key is not to view
them in isolation but as complementary technologies that bridge data generation, sensor realism,
and real-world validation. Organizations that embrace this integrated approach will be better
positioned to meet regulatory expectations, anticipate edge cases, and deliver autonomy systems
that are not only functional but trustworthy at scale.

This approach will ensure that every mile driven, virtual or real, counts toward building safer, more
resilient, and more human-centered autonomy.
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How We Can Help

At Digital Divide Data (DDD), we empower organizations to bridge the gap between simulation and
real-world deployment by combining scenario datasets with advanced synthetic data
methodologies. Whether you are developing autonomy systems in transportation, robotics, or other
safety-critical domains, we help you accelerate validation, minimize risks, and co-build simulation
products that reflect your unique operational environment.

Our core offering in Scenario Dataset Services and Product V&V is designed to strengthen safety
and performance across ADAS and autonomous vehicles.

Our core offering in Scenario Dataset Services and Product V&V is designed to strengthen safety
and performance across ADAS and autonomous vehicles.

Scenario Dataset Services

Simulation Ops

We build and manage the entire lifecycle of simulation environments, ranging from synthetic data
generation to log-to-sim conversion and log-based simulations.
Digital Twin Validation

We validate digital product functions against their physical reality, ensuring realism, fidelity, and
performance.

ODD Analysis

We characterize and decompose your Operational Design Domain (ODD) to map operational
footprints and support expansion strategies.

Edge Case Curation

We identify, document, and classify rare and safety-critical scenarios, building comprehensive
edge-case ontologies.
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Safety Event Inspection

We analyze and infer safety events across autonomy, robotics, and physical Al systems.

Performance Evaluation

We triage system performance, perform root cause analysis, and identify failure modes.

System Verification

We ensure system behavior conforms to functional specifications through verification testing.

Product Validation

We validate that final products meet end-user requirements by conducting rigorous simulation-
driven validation tests.

Safety Case Analysis

We support the construction of safety cases for critical applications by systematically collecting,
analyzing, and reasoning across simulation data, test data, and product outcomes.

By partnering with DDD, you can leverage simulation operations, scenario dataset expertise, and
rigorous verification frameworks to build autonomy systems that meet the highest standards of
safety and performance.

Authors

DDD Solutions Engineering Team

// The Future of Autonomy Testing:
Sensor Simulation, Mixed Reality, and Generative World
Models



https://www.digitaldividedata.com/lets-talk

References

dSPACE. (2024). AURELION sensor simulation [Product page].
dSPACE. https://www.dspace.com

Hexagon. (2024). Virtual Test Drive (VTD) [Product page].

Hexagon. https://hexagon.com

NVIDIA. (2025, January 6). Cosmos world foundation models openly available to

physical Al developers [Press release]. NVIDIA. https://investor.nvidia.com

NVIDIA. (2025, January 6). Physical Al with world foundation models: NVIDIA Cosmos
[Blog]. NVIDIA. https://blogs.nvidia.com

Ren, X, Lu, Y., Cao, T., et al. (2025, June 10). Cosmos-Drive-Dreams: Scalable synthetic driving
data generation with world foundation models (arXiv:2506.09042). arXiv._https://arxiv.org/
abs/2506.09042

rFpro. (2024, October 25). rFpro develops simulation environment for ADAS and AV development.

Vehicle Dynamics International. https://www.vehicledynamicsinternational.com

Wayve. (2025, March 26). GAIA-2: Pushing the boundaries of video generative models for safer
assisted and automated driving [Blog]. Wayve. https://wayve.ai

Contact us

Our team of experts welcomes the opportunity to discuss your project requirements.
Please contact us today!

www.digitaldividedata.com

Digital Divide Data



https://www.digitaldividedata.com/lets-talk
https://www.digitaldividedata.com/
https://arxiv.org/abs/2506.09042?utm_source=chatgpt.com
https://arxiv.org/abs/2506.09042?utm_source=chatgpt.com
https://arxiv.org/abs/2506.09042?utm_source=chatgpt.com

